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~ = Holistic Approaches for Integrity of ICT-Systems
A W
N —?:i\:\\g The project aims to develop a solution to implement a common framework for a

\ﬁ system’s integrity checking based on Trusted Computing technologies. Further, the
Y, %Y capabilities of the developed technologies will be demonstrated on real-life
applications. It is planned to prepare the adoption of the proposed technologies by
future Common Criteria evaluation schemes.

Main Project Information

Message from the Coordinator

The first year of the HINT project has almost passed.
The global specification phase has been successfully
completed. Due to the tight schedule the next months
will be busy ones. Several deliverables and major
milestones will arise until the second year of the HINT
project, which is characterised by the phase of devel-

Through this newsletter, it is our intention to start an
information channel in order to provide news and dis-
cuss ongoing topics relevant to HINT for internal and
external project partners.

Therefore we are proud to present within this first is-

sue the successful completion of WP1 displaying first
project results as well as to announce the presenta-
tion of HINT at two important events.

opment for hardware integrity checking (Trojan, func-
tional clone, counterfeiting detection). The prepara-
tions for the first HINT review meeting have already
started. The HINT coordination team will be happy to
support partners in the various endeavours in order to
ensure clear communication, cooperation and the
smooth running of the project.

Upcoming Events:

HINT Deliverables submitted

D6.1 - Project website and internal IT communication infrastructure

This deliverable describes the HINT website (www.hint-project.eu) and its functionality and the tools provided
to facilitate cooperation and coordination.

D1.1 - Report on use case and architecture requirements

This document introduces the two application scenarios planned for the HINT project (Unclonable ID-cards and
Professional Mobile Radio) and analyses use case requirements for these scenarios, with the focus on security
analysis. Moreover, the main building technologies for the R&D work in HINT are described.

D1.2 - Report on specifications and overall architecture

Two architectures that shall constitute the backbone of the HINT technology are presented: one based on
PUFs and the second one based on side-channel analysis. Further, a first idea of how it is intended to demon-
strate those architectures through dedicated prototypes are provided.
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WP1 Objectives and Goals

N . The main objective of WP1 was to set up the basis for the development of PUF-based
o  integrity and side-channel-based integrity components in the other RTD-work
packages by defining targeted applications and requirements with respect to security
and trust needs.

WP1: User Requirements and System Architecture - Results

Definition of targeted applications based on use case analysis

Two applications were identified to be targeted in HINT, one on Unclonable ID cards and one on Professional Mo-
bile Radio (PMR). These applications were first outlined by the responsible industrial partners and consequently
analyzed and defined in more detail.

Analysis of security and trust requirements for targeted applications

Security architectures linked to the two identified applications were reviewed, which lead to the identification of
needed technological solutions (hardware integrity verification through ‘hardware Trojan detection’ and chip au-
thentication through the use of PUFs) for enhancing trust.

The specific security requirements for Unclonable ID cards and PMR were analyzed following the methodology
established for Common Criteria evaluations. For PMR, elements for defining a Protection Profile were specified.
For Unclonable ID cards, the partners outlined adoptions to existing profiles for ID cards that would be necessary
for cards deploying HW-based integrity anchors.

Definition of the global architecture of the HINT solution

The HINT global architecture was specified based on the two building blocks: PUF anchors for integrity checks of
an embedded device (with the application example of an ID-card) and Side Channel Analysis (SCA) for detection
of Hardware Trojans in embedded devices (with the application example PMR). An architecture integrating PUFs
into ID cards as well as an architecture for SCA-based Hardware Trojan inclusion and detection on an FPGA
board were specified.

Definition of the requirements for the technology (developed in WP2 and WP3)

From the analysis of the architecture of HW-based integrity anchors it was possible to derive the basic hardware
architecture for a secure device including such an anchor and the requirements on software components for the
post-processing of the response data. These initial specifications will be refined in WP2.

Regarding the SCA-based Hardware Trojan inclusion and detection, the HINT partners first outlined the basic
structure of an SCA-based integrity/authenticity check mechanism and considered different possible variants for
realizing the main components, e.g. a passive and an active approach for realizing an SCA-based detection com-
ponent. The HINT partners outlined possible measurement equipment and a hardware platform for realizing the
concept and derived architecture requirements. These results will be refined and realized in WP3.

Definition of the demonstrators (for WP4)

Based on the HINT global architecture definition, the overall architecture for the two HINT application prototypes
was specified. The Unclonable ID-card application will show the whole lifetime management of a PUF-based ID-
card. The PMR prototype evinces the modus vivendi of HT detection on an actual product.

Definition of the security targets based on the required security level to be achieved by HINT technologies
(for WP5)

For the integration of HW-based integrity anchors into ID-cards, the required adaptation of existing Protection Pro-
files was discussed. For the application of the SCA-based approach to the PMR scenario, the main relevant parts
of a Protection Profile were specified. The security analysis in WP5 will be based on these achievements.
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